THIRD PARTY
SCANNING RISK
MANAGEMENT TOOL

Who is SecurityScorecard?

USLI has partnered with SecurityScorecard as a loss control tool to assist our insureds with cybersecurity risk management.
SecurityScorecard non-intrusively collects data from across the internet for an objective, outside-in perspective of the cybersecurity
posture of organizations.

When does USLI run a scan?
Both new business and renewal underwriters use it as a tool to consider a risk for new business terms. Once this risk is bound, it is
monitored continuously for changes in the score.

What should | do if | receive an email alert that one of my policies has a score change?

USLI will only communicate with our customer on the account. Our customer should communicate the findings to the retail agent
or with the insured directly. This communication should encourage the insured to explore the details and recommendations of the
alert, as well as any other findings by SecurityScorecard. The insured may work with SecurityScorecard directly for assistance in
remediating issues.

What happens if we ignore the alert provided?
It is not recommended to ignore the alert. Consequences for not taking cyber risk management action could result in debits upon
renewal, non-renewal or worse — a data breachl!

Where can | find more information?
Learn more about SecurityScorecard scoring and events and incidents detected by SecurityScorecard at securityscorecard.com.

Where should | direct the insured if they have questions?

If the insured would like to work with someone regarding the recommendations they have received, they should have them contact
SecurityScorecard directly. Insureds can do this by visiting securityscorecard.com, creating a free account and then addressing their
findings with the support team on the platform.

JoSt

This document does not amend, extend or alter the coverage afforded by the policy. For a complete understanding of any insurance you purchase, you must first read
your policy, declaration page and any endorsements and discuss them with your agent. A sample policy is available from your agent. Your actual policy conditions may be
amended by endorsement or affected by state laws. USLI companies are members of the Berkshire Hathaway family of companies and have an A++ Superior rating for
financial stability from AM Best. The insuring company names are United States Liability Insurance Company, Mount Vernon Fire Insurance Company, and U.S. Underwriters
Insurance Company.
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http://securityscorecard.com/wp-content/uploads/2024/01/Data-Sheet-How-Do-Security-Ratings-Work.pdf.
http://securityscorecard.com

